http://www.privacy.org.au

Secretary @privacy.org.au

Australian
Privacy
Foundation

http://www.privacy.org.au/About/Contacts.html

18 February 2014

Hon. J.W. Weatherill
The Premier of South Australia

cheltenham@parliament.sa.gov.au

Dear Mr Weatherill
Re: Fingerprint Collection by SA Police

The Australian Privacy Foundation (APF) is the country's leading privacy advocacy organisation.
A brief backgrounder is attached.

We refer to the report entitled 'SA government jumps the gun on police tech’, itNews, 18 February,
and at http://www.itnews.com.au/News/372557,sa-government-jumps-the-gun-on-police-tech.aspx.

Assuming that the media report is not materially incorrect, the APF expresses the most serious
concern about the proposal, and the manner in which it is being developed.

Any proposal to invade privacy of the physical person is extreme, and requires extreme justification.

The necessary approach to such proposals in a democracy is for an evaluation to be performed.
APF provides descriptions of appropriate processes:

. Meta-Principles for Privacy Protection, attached
and at http://www.privacy.org.au/Papers/PS-MetaP.html

. Policy Statement on Privacy Impact Assessments, attached
and at http://www.privacy.org.au/Papers/PS-PIA.html

Would you please confirm that your Government will:
(1) withdraw any decision that may have been made in relation to fingerprint collection
(2) conduct a sufficiently public process, consistent with the above guidance

Thank you for your consideration.

Yours sincerely

g
[ g S
Roger Clarke
Chair, for the Board of the Australian Privacy Foundation
(02) 6288 6916 Chair@privacy.org.au

The APF — Australia’s leading public interest voice in the privacy arena since 1987



Australian Privacy Foundation

Background Information

The Australian Privacy Foundation (APF) is the primary national association dedicated to protecting
the privacy rights of Australians. The Foundation aims to focus public attention on emerging issues
that pose a threat to the freedom and privacy of Australians. The Foundation has led the fight to
defend the right of individuals to control their personal information and to be free of excessive
intrusions.

The APF’s primary activity is analysis of the privacy impact of systems and proposals for new
systems. It makes frequent submissions to parliamentary committees and government agencies. It
publishes information on privacy laws and privacy issues. It provides continual background briefings
to the media on privacy-related matters.

Where possible, the APF cooperates with and supports privacy oversight agencies, but it is entirely
independent of the agencies that administer privacy legislation, and regrettably often finds it
necessary to be critical of their performance.

When necessary, the APF conducts campaigns for or against specific proposals. It works with civil
liberties councils, consumer organisations, professional associations and other community groups as
appropriate to the circumstances. The Privacy Foundation is also an active participant in Privacy
International, the world-wide privacy protection network.

The APF is open to membership by individuals and organisations who support the APF's Objects.
Funding that is provided by members and donors is used to run the Foundation and to support its
activities including research, campaigns and awards events.

The APF does not claim any right to formally represent the public as a whole, nor to formally
represent any particular population segment, and it accordingly makes no public declarations about its
membership-base. The APF's contributions to policy are based on the expertise of the members of
its Board, SubCommittees and Reference Groups, and its impact reflects the quality of the evidence,
analysis and arguments that its contributions contain.

The APF’s Board, SubCommittees and Reference Groups comprise professionals who bring to their
work deep experience in privacy, information technology and the law.

The Board is supported by Patrons The Hon Michael Kirby and Elizabeth Evatt, and an Advisory Panel

of eminent citizens, including former judges, former Ministers of the Crown, and a former Prime
Minister.

The following pages provide access to information about the APF:

. Policies http://www.privacy.org.au/Papers/

. Resources http://www.privacy.org.au/Resources/

. Media http://www.privacy.org.au/Media/

. Current Board Members http://www.privacy.org.au/About/Contacts.html

. Patron and Advisory Panel http://www.privacy.org.au/About/AdvisoryPanel.html

The following pages provide outlines of several campaigns the APF has conducted:

. The Australia Card (1985-87)  http://www.privacy.org.au/About/Formation.html

. Credit Reporting (1988-90) http://www.privacy.org.au/Campaigns/CreditRpting/

. The Access Card (2006-07) http://www.privacy.org.au/Campaigns/ID_cards/HSAC.html
. The Media (2007-) http://www.privacy.org.au/Campaigns/Media/

The APF — Australia’s leading public interest voice in the privacy arena since 1987
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APF's Meta-Principles for Privacy Protection

APF has worked on a wide variety of issues over more than a quarter-century. Its Policy Statements and its Submissions reflect
the following set of ground rules, or meta-principles, which APF submits must be generally applied.

1. Evaluation

All proposals that have the potential to harm privacy must be subjected to prior evaluation against appropriate privacy
principles.

2. Consultation

All evaluation processes must feature consultation processes with the affected public and their representative and advocacy
organisations.

3. Transparency
Sufficient information must be disclosed in advance to enable meaningful and consultative evaluation processes to take place.
4. Justification

All privacy-intrusive aspects must be demonstrated to be necessary pre-conditions for the achievement of specific positive
outcomes.

5. Proportionality

The benefits arising from all privacy-intrusive aspects must be demonstrated to be commensurate with their financial and
other costs, and the risks that they give rise to.

6. Mitigation

Where privacy-intrusiveness cannot be avoided, mitigating measures must be conceived, implemented and sustained, in order
to minimise the harm caused.

7. Controls

All privacy-intrusive aspects must be subject to controls, to ensure that practices reflect policies and procedures. Breaches must
be subject to sanctions, and the sanctions must be applied.

8. Audit

All privacy-intrusive aspects and their associated justification, proportionality, transparency, mitigation measures and controls
must be subject to review, periodically and when warranted.
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APF Policy Statement on Privacy Impact Assessments

Privacy Impact Assessment (PIA) is a systematic process that identifies and evaluates, from the perspectives of all
stakeholders, the potential effects on privacy of a project, initiative or proposed system or scheme, and includes a search for
ways to avoid or mitigate negative privacy impacts.

This Policy Statement comprises the following sections:
¢ an outline of distinctive differences between a PIA and other privacy-related business processes

e alist of the characteristics of a PIA
e comments on guidance documents published by Australian Privacy Commissioners

PIA compared with Other Business Processes
A PIA differs from other privacy-related business processes, in the following ways:
Activities Conducted Prior to a PIA

e Privacy Strategy Formulation. This process considers privacy from a corporate perspective; whereas a PIA considers it
from the perspectives of all stakeholders, and focusses on a particular initiative, scheme, program or project. In this
Policy Statement, the term 'project’ is used to encompass all such categories of activity

e Privacy Issues Analysis. This process is a preliminary, internal assessment of the potential issues that may arise from a
project, and is generally undertaken at a very early stage in the project life-cycle; whereas a PIA is performed at greater
depth, and through the project life-cycle, and involves engagement with stakeholders

e PIA Screening Study, or 'Threshold Assessment'. This process is an initial, '‘broad-brush’ survey, which is undertaken
early in the project life-cycle in order to determine whether a PIA needs to be performed, and if so what scope the PIA
should have; whereas a PIA is an in-depth assessment of privacy impacts

Activities with Narrower Scope than a PIA

¢ Data Privacy Impact Assessment. This process is a study of the impacts of a project on only the privacy of personal
data; whereas a PIA considers all dimensions of privacy

o Internal Cost/Benefit Analysis. This process is an assessment of the costs and benefits of a project from the viewpoint
of the organisation alone, and is often limited to financial costs and benefits; whereas a PIA adopts a multi-perspective
approach, taking into account the interests of all stakeholders, and considers costs and benefits of all kinds, not just
those that have measurable financial impact

o Internal Risk Assessment. This process is an assessment of the risks arising in relation to a project from the viewpoint
of the organisation alone; whereas a PIA adopts a multi-perspective approach, taking into account the interests of all
stakeholders

¢ Privacy Impact Statement. This process is a declaration by the organisation; whereas a PIA is a process

o Legal Compliance Assessment. This process is an assessment of the extent to which the project complies with relevant
laws; whereas a PIA assesses a project against the needs, expectations and concerns of all stakeholders

Activities Conducted Subsequent to a PIA

¢ Privacy Policy Statement (PPS). This is a declaration of the organisation's undertakings in relation to privacy; whereas
a PIA is a process used to establish what undertakings need to be given

e Privacy Management Planning and Control. This is a systematic process of ensuring that a Privacy Management Plan
is articulated and implemented, and its performance monitored, in order to give effect to the privacy-relevant decisions
made during the project; whereas a PIA is the process that identifies the problems, and identifies solutions to them

e Privacy Audit. This process is an assessment conducted after a project is implemented; whereas a PIA is conducted
before and in parallel with a project, and ensures that harmful and expensive problems that an audit would later
expose are avoided, and that unavoidable negative impacts on privacy are minimised and the harm mitigated
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Characteristics of a PIA
In order to fulfil its purpose, a Privacy Impact Assessment process needs to have all of the following characteristics.
1. Purpose of the PIA

From the perspective of people whose privacy may be negatively affected by a project, the PIA's purpose is to ensure that the
projects's impacts and implications are understood prior to implementation, and that unnecessary negative impacts are
avoided or that mitigating measures are in place.

From the perspective of the sponsoring organisation(s), the PIA's purpose is to enable the organisation and its partners to
appreciate privacy concerns, to avoid or mitigate negative privacy impacts and implications, and to do so at a sufficiently early
stage in the project life-cycle that costly re-work and feature retro-fit are avoided.

2. Responsibility for the PIA

The responsibility for the conduct of a PIA rests with organisations that sponsor, propose or perform projects that have the
potential to negatively impact privacy.

In many cases, external expertise will be acquired under contract, because few organisations would find it appropriate to
invest in full-time employees who already had, and could sustain, up-to-date knowledge in such a specialised area. In
addition, an appropriate consultant can provide access to external perspectives that may otherwise be difficult for the
organisation to appreciate. However, merely delegating the conduct of the PIA to an external contractor does not satisfy the
requirements. Similarly, an assessment undertaken by a regulatory or oversight agency is not a PIA, but rather a form of
accountability and external control.

Within the sponsoring agency, governance arrangements are necessary, to ensure that:

responsibility for the PIA rests with an appropriate senior executive

relevant staff are involved, and commit sufficient time to the process

the organisation has intellectual ownership of the process and the information arising from it

the information arising from the process is assimilated and internalised rather than walking out the door when
consultants leave

o the conclusions reached are articulated forward into the design rather than lying dormant in the PIA Report

3. Timing of the PIA

The PIA must be commenced sufficiently early that information arising from it is fed forward into the design process. If that is
not the case, then there is a considerable risk that the design will have undue negative privacy impacts, and that re-work and
feature retro-fitting will be necessary. This creates project risk, and gives rise to delays and to much higher costs than is the
case where an in-depth understanding of privacy concerns is factored into the design process from the outset.

Where a project is large or long, the PIA process needs to be multi-phased, commencing at project initiation or at least during
the requirements analysis phase, and running in parallel and inter-leaved with design, implementation and deployment.

4. Scope of the PIA
A PIA process has to have sufficient scope. Three aspects are particularly crucial to a successful undertaking.
* The Dimensions of Privacy

A PIA process must not be limited to data/information privacy, i.e. the protection of personal data. Other categories of
importance are:

e privacy of the physical person

e privacy of personal behaviour
e privacy of personal communications.

* Stakeholders

The perspectives of all stakeholders must be reflected, not merely those of the sponsor(s) and its/ their strategic partners. In
particular, the scope of the stakeholder notion must include:

o the categories or segments of individuals whose privacy is or may be affected by the project

e representative associations and advocacy organisations for the interests of the categories or segments of individuals
whose privacy is or may be affected by the project

http://www.privacy.org.au/Papers/PS-PIA.html Page 2 of 4
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Stakeholder Analysis needs to be undertaken in order to identify the categories of entities that are or may be affected by the
project, and whose actions may affect the success of the project

* Reference-Points

A PIA process must of course take into account laws relevant to privacy. This may include one or more privacy or data
protection statutes, but it also includes many other pieces of legislation that provide incidental protections or that establish
privacy-relevant regulatory requirements, and, in common law jurisdictions, torts (such as confidentiality) and case law. In the
case of government agencies and government business enterprises, their own enabling and/or governing legislation generally
also contains privacy-relevant requirements.

However, the reference-points used in identifying negative privacy impacts need to be much broader than just the applicable
laws. There are many public needs, expectations and concerns that are felt by individuals, categories of individuals and
communities that may not be (or may not yet be) reflected in law. A PIA process that overlooks these aspects will result in a
design that earns opprobrium from advocacy organisations and the affected public. Hence, despite being legally compliant,
schemes will encounter resistance, and be the subject of complaints and negative media coverage.

5. Stakeholder Engagement

The PIA process must include meaningful engagement by the sponsoring organisation with all stakeholders. For meaningful
engagement to be achieved, all of the following are necessary:

early contact with all stakeholders and notification of the nature of the project

information provision, to enable stakeholders to consider the proposal and formulate their views

consultative processes,such that stakeholders can seek clarifications, and communicate their views

sufficiently early conduct of consultation that the outcomes can be fed forward to and reflected in the design, rather

than the PIA Report arriving after the key design decisions have been made and changes have become costly

e interactions among stakeholders, in order to overcome barriers to communication, avoid misunderstandings, develop
shared appreciation of the aims and constraints, and enable participants to work together towards constructive
outcomes

e communication to participants of a summary of the process and outcomes

e exposure to participants of the draft PIA Report

¢ publication of the final PIA Report, to ensure that the public is informed, and as a means of supporting accountability

Some organisations may be concerned about the exposure of information of commercial or competitive value or security-
sensitivity, and others about the disclosure of information that is subject to constraints, e.g. because no Cabinet decision has
yet been made. It is necessary to reconcile the need for meaningful engagement with the affected public against such security
and confidentiality limitations.

6. Orientation
The PIA process needs to have appropriate orientation.
* Process vs. Product

The PIA needs to be clearly and consistently depicted as being primarily about process. If, on the other hand, a PIA is
projected or perceived as being merely a formal procedure that produces a PIA Report, then the project will fail to achieve the
insights, understanding, behavioural change and business process features that an effective PIA process leads to.

* Solutions vs. Problems

PIA is a form of risk management. This means that it goes beyond 'problems’, 'issues' and 'concerns', and extends to a search
for 'solutions'. More specifically, it involves active search for means of avoiding negative privacy impacts wherever that can be
achieved, and for means of mitigating the negative impacts where avoidance is not feasible.

7. The PIA Process

A preliminary privacy issues analysis process enables projects to be screened, and threshhold tests applied, in order to
determine whether a PIA is necessary, and, if so, what the scope of the assessment should be.

The PIA process as a whole needs a degree of structure, such as a preliminary phase, followed by preparatory, performance,
documentation and review phases.

Considerable benefits can be gained from integration of the PIA process into relevant corporate processes, such as project
funding, project approval, risk management, project management and internal review mechanisms.

PIA guidance documents offer considerable value in planning and performing the process; but they need to be applied
intelligently rather than being thought of as a recipe, and checklists need to be recognised as not necessarily being sufficiently
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comprehensive to support the assessment of any particular project.
8. Outcomes from the PIA Process

The documents that are produced by the PIA process importantly include the following:

e a PIA Report. This documents the process and its results
e aPrivacy Management and Control Plan. This documents the problems, and how they are to be addressed, including
the specific design features that achieve avoidance or mitigation of each specific negative privacy impact

The outcomes derive from the implementation of the Privacy Management and Control Plan. They importantly include the
following:

insights, understanding and behavioural change

design features

minimal negative privacy impacts on individuals

achievement of the sponsoring organisation's aims in an effective and efficient manner, without attracting negative
media coverage, and with the support of (or at least without unreasonable opposition by) the relevant public, and
representatives and advocates for their interests

Guidance Documents Published by Australian Privacy Commissioners

The Australian Privacy Commissioner

The Commonwealth Commissioner published a PIA Guide 2006. There has been one subsequent revision (OQAPC 2010).

In general, much of that document provides valuable guidance; but unfortunately it suffers from several critical deficiencies,
which the Privacy Commissioner has declined to address. These are:

consultation is entirely omitted from the description of the PIA process

there is no mention of the role of representatives and avocates for affected population segments

the orientation is strongly towards impacts and issues, with far less attention paid to solutions

although mention is made of the need to avoid harm to privacy, no mention at all is made of mitigating measures

The Victorian Privacy Commissioner

Since the revisions made to its original 2004 document, the guidance document published by the Victorian Privacy
Commissioner (OVPC 2009a) is one of the best such documents published anywhere in the world.

Its one disadvantage in that it structures and describes the PIA process in terms of the preparation of the PIA Report - which
risks readers thinking of a PIA as a mere product rather than primarily a process. On the other hand, the Template (OVPC
2009b) and the Accompanying Guide (OVPC 2009¢) draw the assessor well beyond mere legal compliance, place considerable
emphasis on consultation and solution-orientation, and provide instruction without permitting the assessor to abandon
intellectual engagement with the work.
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