Senator LUDLAM: Could we bring forward the folk responsible for cyber policy coordination, national security and that sort of stuff? I understand one of their officers is not here but there is a deputy who is.

Senator Conroy: Senator Sinodinos, we have got some further information for you over budget forecasts. While my colleagues come back, here are some factual questions that were not about speculation.

Dr de Brouwer : Just the five, 12, and 17 answer Senator. From budget to MYEFO there was a $5 billion downgrade to revenue. From MYEFO to budget a further $12 billion. The Prime Minster referred to that further $12 billion, taking the total from budget to budget to $17 billion.

Senator SINODINOS: So the cumulative amount was the $17 billion that the Treasurer referred to later on?

Dr de Brouwer : No it depends on different points in time—the reference to where the change is—so the change from budget to MYEFO is five, but the change from MYEFO to budget is 12, so the change from budget to budget is 17.

Senator SINODINOS: I get you; thanks.

Senator LUDLAM: The PBS confirms that cyberpolicy coordination, if you want to call it that, continues to be your principal responsibility, is coordination within PM&C still?

Mr McKinnon : Not necessarily principal responsibility: I have a whole range of responsibilities, but I am the sole policy coordinator.

Senator LUDLAM: How many staff in your department currently work in that area of policy?

Mr McKinnon : It is approximately 10 or eight but I will take that on notice.

Senator LUDLAM: I think that number is what you told us last time, although there were a number of secondees in the mix as well. Is that still the case?

Mr McKinnon : I do not think we have any more secondees at the moment, but I will take that one on notice too.

Senator LUDLAM: Is the department engaged at all in the data retention proposal that has been under investigation by the joint committee on national security?

Mr McKinnon : We are not driving that, but of course we have been involved in discussions.

Senator LUDLAM: But I would go to the AG's department if I wanted to find out.

Mr McKinnon : Yes.

Senator LUDLAM: Given that you are coordinating the policy, could you give us your insight into the resources that are being devoted to information security across government? US researchers believe that the United States government will spend $10.5 billion per year by 2015 on what is broadly classified as cybersecurity. Do you have any idea what the figure is roughly for Australian government agencies?

Mr McKinnon : I would like to take that on notice. Could you give me a clearer sense of what issues you are talking about? There is cyberpolicy that extends far beyond cybersecurity. If you are interested in security of networks as a cybersecurity issue, that is a different thing. If you could give me a bit more detail I would be very grateful.

Senator LUDLAM: We will do that; we will come back to that. You provided a short answer to my question on notice regarding the Australian Cyber Security Centre and whether its activities will have a legislative basis. The department answered that there would be no new legislation and that separate agencies continue to be guided by their legislative mandates as set out in their individual acts. Thanks for your response to the question. Could you describe for us the ways in which the different agencies involved, which obviously have different functions, reporting obligations, remits and some quite specific restrictions on their activities, can operate together with no legislative guidance as to how they are meant to interact?

Mr McKinnon : All of them have operated under existing legislation. In a sense it is like some of the arrangements that have been put in place for counterterrorism and so forth, where you have agencies co-locating some members of their staff. This is not an unusual thing across the Public Service. It is already in operation with the Cyber Security Operations Centre, where you have a small number of people co-located but who are basically on loan from their existing agencies and who operate under their legislative regulatory remits.

Senator LUDLAM: As an example, what freedom of information rules apply to the centre?

Some of the agencies are completely immune and some of them are not—that is one example.

Mr McKinnon : I would like to take that one on notice as well, Senator

Senator LUDLAM: Okay. The centre is still located at DSD, is my understanding—they are the host?

Mr McKinnon : The exact location of the centre will be decided within a matter of weeks we expect.

Senator LUDLAM: Okay, but that is not confirmed?

Mr McKinnon : That is not confirmed at this time. It is not expected to be in the existing DSD location, if that is what you are asking; it will be somewhere else but the exact decision has not been made.

Senator LUDLAM: Including which agency will be the host? As in which part of the—

Mr McKinnon : That is the decision about location which is to be made but is not related to being hosted within an agency so much as located within a building.

Senator LUDLAM: I might come back to these in a moment because I understand we might be—Chair, are we going to a break at some stage?

CHAIR: We will be.

Senator LUDLAM: I will just carry on until you give me the wind-up, because I have got a reasonable number for these folk.

CHAIR: You have got another 15 minutes

Senator LUDLAM: That should be fine; that should be enough. Given again that the department's coordinating policy across various areas of this portfolio, is the department aware of recent use by ASIC of powers under section 313 of the Telecommunications Act to block, I think, about 1200 Australian websites in the pursuit of one particular site?

Mr McKinnon : I pass to my colleague.

Senator LUDLAM: Thanks.

Ms Wimmer : We are aware of it but we have not been involved in it per se. It is a matter for the department of broadband.

Senator LUDLAM: The department for broadband—so, the minister is sitting right here.

Senator CONROY: I think you need to refine your question a bit.

Senator LUDLAM: I have got a number, so I will do my best to refine them. Who within the Australian government—and I do not expect this to be laid at the feet of Senator Conroy, although he is conveniently here—is responsible overall, for internet filtering or blocking by agencies such as ASIC, which are not actually a portfolio of yours.

Senator CONROY: No, I think you have a misunderstanding. There is no filter or government mandated filter, Senator Ludlam. The agreement that we reached with retail service providers was that they would comply with requests from the police.

Senator LUDLAM: Around the Interpol—I will get to that.

Senator CONROY: After that, there are individual agencies

Senator LUDLAM: Uh-huh, so this is useful. So there is no control.

Senator CONROY: I am not aware—certainly through my department. I was—as I think you were aware and I have said publicly—unaware of ASIC's actions. So, as far as I am aware, there is not an individual point—I mean ASIC, as I have made the point repeatedly, is an independent statutory authority. It would be improper for them to be informing me of their ongoing investigations and conclusions.

Senator LUDLAM: Well let's tease this out though, Minister, because I wasn't actually trying to put this to you. As communications minister, ASIC is not one of your portfolio responsibilities,

Senator CONROY: Absolutely.

Senator LUDLAM: We will come to that over the next couple of days

Senator CONROY: But it is an independent statutory authority.

Senator LUDLAM: Could I put to these folk—you have said you have no visibility or awareness of other agencies doing so, although actually my question was around who is in charge, who is coordinating a government wide response to blocking websites. Your answer is, to your knowledge: nobody is.

Senator CONROY: No. I am not aware of a central agency. I think the indication from the officer was that they are certainly not a central agency that is involved in monitoring or supervising that. So I think the answer is—

Ms Wimmer : That is right

Senator CONROY: Nobody at this table.

Ms Wimmer : I might just add that we are aware that there has been a recent meeting between agencies to talk about the use of section 313 but we were not at that meeting. I do not think that there is an individual agency that is taking responsibility for the matter; they just talked about it.

Senator CONROY: As I have indicated, I have asked my department—and I have indicated this publically—they have put some proposals to me to improve the transparency around their use, which has possibly has led to that.

Senator LUDLAM: Can we get to the meeting: who was at the meeting?

Senator CONROY: You will probably have to ask one of my officers at the table on—Thursday, I think we are.

Senator LUDLAM: Whichever day, I cannot wait; I am so looking forward to that. But my question is really is these are the officers with overall government responsibility for matters cyber, no matter how awkward the language might come out. So you have said that you were not at the meeting—that is fine. Can you tell us when it occurred and who was in attendance?

Ms Wimmer : I would have to take that on notice to get the exact details.

Senator LUDLAM: Can I just check in with you, Chair—questions that are taken on notice now, will they actually be returned to this committee before the parliament is prorogued? Are we going to hear back on any of these?

CHAIR: The date is the 12th of July.

Senator RYAN: In theory.

CHAIR: Six weeks.

Senator RYAN: Aspirational.

Senator LUDLAM: An aspirational question on notice—and that is no disrespect to you folk.

CHAIR: To be fair, this committee has had a fairly good track record of answers to questions taken on notice being given back to us in a timely manner.

Senator LUDLAM: I was not casting aspersions on anybody; I just wanted to be clear that we will get these back. Are you aware of who called the meeting? Whose idea was it?

Ms Wimmer : Yes, it was the broadband department.

Senator LUDLAM: It was? Okay.

Senator Conroy: As I said, I asked for that in the—

Senator LUDLAM: So it is being treated as a communications issue within your—

Senator Conroy: No. Given that it is an act that I administer—

Senator LUDLAM: It is your act, but it is being used by agencies that are right outside your area of responsibility.

Senator Conroy: That is an accurate statement, and have asked for options so that we have increased transparency around the use of them.

Senator LUDLAM: How many other agencies are you aware of who are using them?

Senator Conroy: I would have to ask my officers to give you that information later in the week. But to suggest that there is some kind of coordinated government filter agency lurking somewhere in the bureaucracy would be an inaccurate—

Senator LUDLAM: It might be a relief to know that there is someone in charge. As it is at the moment—

Senator Conroy: Normally you do not like having anyone charged with those sort of things. I can confirm that your suspicions are unfounded.

Senator LUDLAM: Your policy is a headless monster. ASIC does it here—

Senator Conroy: The AFP—

Senator LUDLAM: We know what the AFP does here because they are disclosing their activities to us.

Senator Conroy: It is an independent statutory authority.

Senator LUDLAM: Are there any others that you are aware of who are doing this?

Senator Conroy: It is possible that there are more, but I would rather get an accurate answer for you on Thursday so that there is no misunderstanding.

Senator LUDLAM: We will come back to that on Thursday. But it is useful to me that you have clarified that you have not lead it. It is being led in the broadband portfolio.

Mr McKinnon : I would add that the purpose of the cybercoordination is to enhance understanding across all the portfolios which have particular cyber or digital responsibilities. To that end we are very busy coordinating. We have been meaning to bring them all together to ventilate a whole lot of the issues so that there is better visibility, but it is about 20 or 25 agencies that have specific portfolio or agency responsibilities. So 'coordinating' does not necessarily mean controlling everything.

Senator LUDLAM: Is there any reason why you have chosen not to attend that particular one?

Mr McKinnon : I was not aware of it.

Ms Wimmer : We found out at very late notice and we were not available.

Senator LUDLAM: That sounds a bit rude.

Senator Conroy: My understanding is that ASIC did actually issue a release that it was blocking the site.

Senator LUDLAM: After quite a bit of investigative work had been done to establish who had taken the site down, yes, they did.

Senator Conroy: They did issue a press release.

Senator LUDLAM: A long time after they were aware that people could not work out what had happened. What we are trying to establish is who else is up to this—

Senator Conroy: One of the things which I think I have indicated publicly and I am happy to again put on the record is that we want to ensure that, where action like this is potentially taken—and there are some issues that have to be sensitively worked through—there is at least a page referring you where to go, as the AFP do in the instance—

Senator LUDLAM: With ASIC there was no page.

Senator Conroy: No, I am agreeing with you that that is the case. That is one of the things I want looked at. That is why I asked for advice from my department—so that we do not get circumstances like that.

Senator LUDLAM: Is there a moratorium on use of these notices by parties other than the AFP in the meantime?

Senator Conroy: There is no moratorium on independent agencies exercising their judgement, but I am hoping that we can coordinate so that we can provide greater transparency in their use. But there are some sensitive issues and that is why I am seeking advice. I am sure my department will be able to assist a little further on Wednesday or Thursday.

Senator LUDLAM: We can consider this fair warning. On some other matters, I have submitted to the department an FOI request to discover in a bit of detail what the department's attitude is to Australian citizens protecting their privacy through the use of encryption software called Tor. Are you familiar with that service?

Ms Wimmer : We are not familiar with it. We have actually referred that FOI request to the AFP because we have no record of ever being involved in it.

Senator LUDLAM: But you are not familiar with the service?

Ms Wimmer : Not.

Senator LUDLAM: Okay. That is interesting. This is effectively anonymising software. You have referred to the AFP. Would that give a policy response on behalf of the Federal Police or on behalf of the Australian government?

Ms Wimmer : I am not sure about that. You would have to ask the AFP.

Senator Conroy : Senator Ludlam, you seem fairly confident. Do you know what date ASIC issued its press release?

Senator LUDLAM: You mentioned it.

Senator Conroy : I genuinely do not know the date.

Senator LUDLAM: I will Google it.

Senator Conroy : I am just saying that it was issued. You said that it was issued much later than it was implemented.

Senator LUDLAM: It was the quietest press release in history if it was released before people—

Senator Conroy : My understanding is that they did issue it at the time. I have been given that information. I am happy to—

Senator LUDLAM: I will take it on notice. I am happy to come back to that.

Senator Conroy : I am looking at a press release on the ASIC website from Friday, 22 March. It indicates that ASIC has warned consumers about the activity of a particular website. It warns that they are scammers operating at websites.

Senator LUDLAM: What date was that?

Senator Conroy : It was 22 March. It is quite a lengthy press release. But it seems to be the one. It was on Friday, 22 March.

Senator LUDLAM: Although we are a bit out of portfolio here, let us be clear that ASIC posted a press statement on—

Senator Conroy : On their website.

Senator LUDLAM: On 22 March. I believe that the sites went down from 4 April. We will come back to this on Thursday, because I am aware that we are—

Senator Conroy : If you get ASIC before Thursday, they might be able to further clarify.

Senator LUDLAM: I intend to.

Senator Conroy : I am just passing on—

Senator LUDLAM: Okay. Coming back to the cybersecurity centre—and this might take us back to where we were before when you asked me for how I would like to estimate the cost of cybersecurity—some other estimates around this place when the PM launched the centre about the prevalence of cybercrime in Australia and valuations of cybercrime—

Senator Conroy : Sorry—this might be relevant. This is in the press release of that date:

ASIC’s investigations indicate that Global Capital Wealth is associated with a group of fraudulent financial services businesses against whom ASIC obtained orders in the Supreme Court of Queensland on 31 October 2012. ASIC has previously blocked websites used by these and other related fraudulent financial services businesses.

They give references in both instances. I get the sense that, despite you believing that it was possibly after the event, ASIC had already blocked access to these websites. That is what the press release said. They indicated on 22 March that they are blocking access to these websites.

Senator LUDLAM: Does the press statement contain information about a thousandfold over-blocking of 1,200 other sites?

Senator Conroy : I am reading to you what the press release refers to. I was adding some information that perhaps you did not know.

Senator LUDLAM: No. My understanding is that it quite a while for ASIC to come out of its box and own up to the fact that it had blocked not just the phishing site but a large number of others besides.

Senator Conroy : As I said, I can only inform you that the press release indicating that it was being blocked was issued on 22 March.

Senator LUDLAM: That may well be new information. It is always worth turning up to estimates, isn't it? When the PM launched the centre, I understand that, there was an estimate derived from Norton that was based on a survey of 500 people. They extrapolated from that that there are 5.4 million victims of cybercrime at a cost of $1.65 billion per annum. In your answer to my question on notice, you blame the AFP for the Prime Minister citing that figure. But you again defended it as a reasonable illustration. I am wondering whether we are really basing an estimate of what cybercrime costs people per year on a single small source of 500 people quoted by a company that makes a profit from protecting people from precisely these sorts of activities?

Mr McKinnon : As you know, costing the impact of cybercrime is a notoriously difficult activity. In that context, Norton—although clearly they have skin in the game—are a well-known company. It is an estimate that is an indication. But I do not think that anybody claims to be able to do better than that in any jurisdiction.

Senator LUDLAM: Are you aware of the Essential Research independent polling on the incidence and actual cost of cybercrime, which was based on a sample of around 1,000 people, that showed that the Norton report quite seriously overstated both the extent of cybercrime and its cost?

Mr McKinnon : I am not aware of that report. But, as I have said, the costs of cybercrime are notoriously difficult to estimate and you can find conflicting estimates up and down. But that does not detract from the main point, which is that cybercrime is of increasing concern to the Australian community and an increasing problem.

Senator LUDLAM: If I get an email from some guy in Nigeria wanting my credit card number, does that count as cybercrime?

Mr McKinnon : Do not give it to him, Senator.

Senator Conroy : And, Senator Ludlam, you have not won that lottery.

Senator LUDLAM: I know; I haven't. One of the first emails I ever got was about me winning a lottery. Is that included in these sorts of statistics?

Mr McKinnon : That is something that I would prefer you ask of AGD, which has direct portfolio responsibility for this. But whether or not that is, I do not think that it detracts from the main point. I am not here to defend Norton.

Senator LUDLAM: Okay. What are the broad split of functions in the ACSC between defensive and offensive approaches to cybersecurity?

Mr McKinnon : It is not about offensive cyber operations at all.

Senator LUDLAM: Would I ask the Department of Defence about that or—

Mr McKinnon : No. I am saying that the ACSC is about protecting Australian networks and protecting Australian networks only.

Senator LUDLAM: Okay. So it is 100 per cent defensive.

Mr McKinnon : That is right.

Senator LUDLAM: When was the PM last briefed on the activities of the Wikileaks publishing organisation or Julian Assange? Is that still within your remit?

Mr McKinnon : No, it is not. I will bring a colleague to the table now.

Senator Conroy : Who is the Wikileaks candidate against you? Are they running one against you?

Senator LUDLAM: Such an unhelpful intervention. I think that he might be running against the people who hung him out to dry, actually. I do not think that he is running against me.

Mr Sadleir : There have been no further briefings since we last appeared in estimates.

Senator LUDLAM: That was the last time that I asked, which was in October.

Mr Sadleir : That is right.

Senator LUDLAM: When was the last time that the department received a briefing—if at all—from Australian diplomats attending the hearings of Private First Class Bradley Manning in the United States?

Mr Sadleir : I will have to take that on notice. I do not have that information with me. I am aware that there has been cable traffic on this.

Senator LUDLAM: If you could take on notice for me and provide me in a little bit more detail than that on whether there have been face-to-face briefings and on the degree of visibility that the department has of those hearings, which are obviously ongoing.

Mr Sadleir : I am happy to do so.

Senator LUDLAM: Does the department receive briefings on matters relating to Wikileaks, Private Manning or Julian Assange from the US Ambassador based on Canberra?

Mr Sadleir : I personally have not received a briefing of that sort, but I am happy to take that on notice.

Senator LUDLAM: If you did have that information at the table, I would ask you for dates and times and attendance lists and those sorts of things. If you could provide that in your answers, that would be much appreciated.

Mr Sadleir : Will do.

Mr McKinnon : Madam Chair, could I have leave to answer one question that I was not able to answer when the senator asked?

CHAIR: Certainly.

Mr McKinnon : We have 12 positions on cyber. One of them is vacant at the moment, so there is a total of 11.

Senator LUDLAM: You had eight, but it is 12. Lastly—and this will probably go on notice as well—what did the establishment of the centre cost taxpayers? How much is it expected to cost over the forward estimates?

Mr McKinnon : We will take that on notice and provide an answer to you.
